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How to enable video server/ IP camera to be viewed
and controlled via the Internet?

This support package tells you
A. How to connect your video server/ IP camerat o the Internet (including settings
of video server/ IP camera and router/ firewall.)
B. How to setup remote client software
To do so, you have to
1. Understand your connection type
2. Setup Video server/ IP camera
3. Setup Router
4. Setup software
Please follow the instructions below.
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Chapterl: Understand your server connection type

There are two types of connections that redgifferent settings. Please refer to the description
and diagram presented below to recognize your atimmetype, and then follow the instructions at

the chapters of your connections type.

Connectionl: Directly to ADSL modem or Leased lin

Remote Site

e

Server Site

InterNet ,

Connection2: Behind a Router/Firewall

Server Site Remote Site

InterNet A5 S




Chapter2: How to setup Connectionl (Directly link
to ADSL modem or Leased line)

A. Video server/ IP camera setup
Follow the procedure below to setup.

A-1 Make sure the video server/ IP camera uses its ~ WAN port to connect
to ADSL modem or Leased line via WAN port.

B-1 Login the web-configurator of the video server/ IP camera to setup
the WAN port as below. (Note: For how to login the web-configurator, please refer to
the video server/ IP speed dome manual.)

- When connected to a Leased line
Please set the WAN port settings as below

OO0 WAN Setting

O Dynamic IP Address

e Lircle static IP

IP Address |m? 2oz |28 9T |
SubnetMask 255 | (256 |, (285  |.|224 |
ISP Gateway 210 | |z02 | 28 | 126 |
O PPPoE f
UserName|

Pmlmmngﬂ
assigifed Bs'vour ISP

Be sure to click the “Apply” button and then clittle “Save and Reboot” button for
this setting to take effect.

- When connected to an ADSL modem
Please set the WAN port settings as below




o WAN Setting

) Dynamic IP Address

) Static IP Address

IP Address | 210 | 202 | 25 | 97 |
SubnetMask (255 |, |255 |255 . 224
ISP Gatesvay 210

— - Circle F"F‘F"uE

PaSSWDrd|----------- |

User Mame | ACTi-DEMO ‘

Input user name and the

o) DNS Server Setting

Be sure to click the “Apply” button and then clitie “Save and Reboot” button for
this setting to take effect.

Apply for the DDNS (when you don’t have an stai#g |

If you don’t have a static IP, you have a dynarRicwhich means the IP of your
video server/ IP camera is floating. You will notokv what IP to use to connect to
the video server/ IP camera when viewing or cohitrglover the Internet. Thus you
will need to apply for this DDNS service.

Please refer to th&ppendix. A: How to apply and setup DDNS function.




B. Client site setup

ACTi provides 3 ways for different applicatiolmsremote view and control the video server/ IP
camera. Please see the table below to understamdlitierences. Then you can setup each software
follow the instruction after.

Software Function Software
1CH 16~36CH/ Simple [ Advanced | Recording& | install
preview | preview | PTZ PTZ control| management

control

Web-configurator No need

(IE explorer)

Streaming Yes

explorer

NVR Yes

A-1 Using Web-configurator (IE explorer)
Please follow the procedure belowde LE explorer to access video server/IP
camera via the Internet.

- 1. Open these ports
The network transmission between client and rerseteer might be blocked by
firewall at the client PC or firewall at the routsnnected to the Internet. Please
make sure the ports to be used by the client P@Qarblocked.

- 2. Login the video server/IP camera
a. Connect your PC to the Internet
b. Open the IE browser
c. Enter the IP address or the Domain name (get fr@N® services) of the
video server/IP camera.
d. Aweb-page of web-configurator appears; enter ypuand password to
login.

- 3. View the streaming
Click on the Video display then you should be ade the live video.
NOTE: For detailed setup and control via IE exploréeape refer to the video
server/IP camera manual.

B-1 Using Streaming Explorer
Please follow the procedure belowde 8treaming explorer to access video
server/IP camera via the The Internet.
NOTE: Currently the streaming explorer’s connectiont pofixed as below, you
can’t connect to a remote video seugeng different port settings.
Port Mapping
HTTP Port 80
Search Server Port 1 6005
Search Server Port 2 6006




Video Control Port 6001

Video Streaming Port 6002

Video Multicast Port| 500(

A

RTSP Port 7070

HTTPS Port 443

1. Enable the ports

The network transmission between client and rerseteer might be blocked by
firewall at the client PC or firewall at the routmnnected to the Internet. Please
make sure the ports to be used by the client P@Qarblocked.

2. Install the Streaming Explorer

a.

Install the Streaming Explorer (you can alwaystbetlatest Streaming
Explorer atwww.acti.con)

NOTE: For detailed setup and control via Streaming &ogy| please refer to the
Streaming Explorer manual.

3. Login the video server/IP camera

a.
b.
C.

d.
e.

Connect your PC to the Internet

Open the Streaming Explorer

Enter the IP address or the Domain name (get fr@N® services) of the
video server/IP camera.

Press login.
The streaming will be shown and you can controhMideo server/IP camera.

NOTE: For detailed setup and control via Streaming &ogy| please refer to the
Streaming Explorer manual.

C-1 Using NVR
Please follow the procedure belowde NVR to access video
server/IP camera via the The Internet.

1. Enable the ports

The network transmission between client and rerseteer might be blocked by
firewall at the client PC or firewall at the routnnected to the Internet. Please
make sure the ports to be used by the client P@Qarblocked.

2. Install the NVR

a.

Install the NVR (you can always get the latest &trang Explorer at
www.acti.con)

NOTE: For detailed setup and control via NVR, pleaderr® the
NVR manual.

3. Setup the camera information

a.
b. Open the NVR

C.

d. Enter the camera information and the port sett(tigsse settings must

Connect your PC to the Internet
Open the setup window

comply with the port settings in video server/litnesa).



- 3. View and control the video server/IP camera
a. Connect to the video server/IP camera.
b. View and control via the Ul
NOTE: For detailed setup and control via NVR, pleaserr® the
NVR manual.

Chapter3: How to setup Connection2 (Behind a
Router/Firewall)

A. Video server/IP camera setup
Follow the procedure below to setup.

A-1 Make sure the video server/IP camera uses its W AN port to connect
to the network.

B-1 Login the web-configurator of the video server/ IP camera to setup
the WAN port as below. (Note: For how to login the web-configurator, please refer to
the video server/IP speed dome manual)
- Set the WAN port as below
To reduce the complexity of future network setup,strongly recommend you to
use the fixed IP.

OO WAN Setting

C}DynamlclPﬂddretlrEIE Etﬂtlc IP

@ Static IP Address

IP Address (192 | 168 | |1 AL | --E “tEr thE

SubnetMask 255 |, 245 .| 255 |0

ISP Gateway | 192 . | 168 1 . |254 IP

O PPPoE

uaermameEnlEiﬂEway IP

Passwurdl

NOTE: You don’t need to setup DDNS, since you are kathifRouter/Firewall.



The DDNS function should be applied by the Rouieziiall.

- Set the network ports as below

Each video sever/IP camera have 7 ports, pleasetcethe table below.

Ports

Function

How to setup

HTTP port

Used for video server/ IP

camera to be accessed viashould have a different

web-pages

Each video server/ IP came

HTTP port

[a

Search Server

Used for video server/ IP

No need to change

Port 1 camera to be searched

Search Server Used for video server/ IP | No need to change

Port 2 camera to be searched

Video Control Used for video server/ IP | Each video server/ IP came
Port camera to get commands | should have a different Vide

Control port

[a

(@)

Video Streaming
Port

Used for video server/ IP
camera to send streaming

Each video server/ IP came
should have a different Vide
Streaming port

[a

(@)

Video Multicast

Used for video server/ IP

No need to change

camera to be accessed viashould have a different

secured HTTP

Port camera to send multicast | Note: In rare application,
streaming where you need to multicast
over WAN, please consult
your MIS before you make
the change.
RTSP Port Used for video server/ IP| Each video server/ IP camef
camera to be accessed by should have a different RTS
RTSP port
HTTPS Port Used for video server/ IP| Each video server/ IP came

[a

HTTPS port

Please refer to picture at page 10.
NOTE: For detailed port information, please retehardware manual.

B. Router/Firewall setup

You can find a general idea about how to setepRouter/Firewall at this chapter. We are going
to share a single IP to be used by multi videoessAP cameras to stream their video out and
receive commands.

A-1 Connect your Router/Firewall to the Internet

Please follow the operation manual #edinstall instruction provided by the
Router/Firewall manufacturer and |d&t(the The Internet service provider) to

establish

the connection)

B-1 Check your Router/Firewall IP

You might have a static IP addresa dynamic IP address for your Router/Firewall

according to your contract with th&.IS



- If you have a static IP
If you do have a static IP, go to next setup praced

- If you have a dynamic IP
If you don’t have a static IP, you liéed to apply for DDNS function. The apply
procedure varies between differenttR@iFirewalls and DDNS service providers.
Please refer to referAppendix A for how to apply for an DDNS account, and then
refer to your Router/Firewall manuad how to setup it.

C-1 Setup port mapping

To enable video server/IP camera tadoessible via the Internet, you have to
forward
some ports from the Router/Firewaliite video server/IP camera.
- How it works

Server Site Remote Site

S

APSL modem b uter/Firewall  Switch

Router/Firewall ADSL modem

192.966.1.1:6000 —_————. 41218 225 656000

193.168.1.1:6001 e —— 511218 236,65:6001 IP camera 1

61:218.225.65:6002
61:218 225 656004

s 223 ssa0rn ?IP camera 2

2.160.1,2:601 % - 225
Lt d
192 160.1.16:61 50— - 18.225 65; ¥
N‘"‘é‘”"“""““_"_ = < ?IP camera 16
o 182 1601, - — - - 10.225
IP camera 16 152, 108.1.10:61 D —— e e 18.225 6545
IP camera 1: Router Public IP: 61.218.225.65 ot eating:
I\:"lf;ma:{. IP: o ;35‘.3158.1.1 Router mapping settings: IP address: : 61:218.225.65
ideo Register Port : For IP camera 1: . 2 B0- 4 a4 "
Video Control Port: G001 From Router => To Camera ﬂﬁg gzal:flrp:g: 3 ggin 21 ::::::g:g:g?
Video Streaming Port: 6002 61:218.225.65:6000=> 192.168.1.1:6000 Vidoo Streaming Port: | 6002: €1:318.225 65:6002
Video Multicast Port: 5000 * 61:210.225.65:6001=> 192.168.1.1:6001 Video l\ﬂuliil:nslgPorl' = 5000'. B
Http Port: 6004 61:218.225.65:6002=> 192.168.1.1:6002 Http Port: " 800d: §1:218.225 65:6004
Search Server Port1: 6005 * 61:218.225.65:6004=> 192.168.1.1:6004 Soarch Sa i P i
Search Server Port 2. 6006 * o RErpaty: 600s
Search Server Port2: 6006 *
IF camars z. For IP camera 2:
Internal IP: 192.168.1.2 For IP camera 2: - i &
Video Register Port: 6010 From Router => To Camera t::::::ﬁl‘smr Port- g;n";! %E.z;.i:szm 65:6010
Video Control Port: 6011 61:218.225.65:6010=> 192.168.1.2:6010 Video Cnglml Port: G 6001: 51'2187225 55:6011
Video Streaming Port: 6012 61:218.225,65:6011=> 192.168.1.2:6011 Vidoo Streaming Port: 6002. 61-218 225 65:6012
Video Multicast Port: 5000 * 61:218.225.65:6012=> 192.168.1.2:6012 Video Mumcmgpm, Coseoot
Http Port: 6014 61:218.225.65:6014=> 192.168.1.2:6014 Port: ; . g1
. Hitp Port: ggg,‘m :218.225.65:6014

1 . p Search Server Port 1:
Search Server Port 2. 6006 . Search Server Port2: 6006 *

For IF camera 16: For IP camera 16:

. From Router => To Camera
IP address: 61:218.225.65

IP camera 16: 61:218.225.65:6150=> 192.168.1.16:6150 . : 61: ¥
Internal IP: 192.168.1.16 61:218.225.65:6151=> 192.168.1.16:6151 Video Realeter Port+: | 9100 S121o 2aneviest
Video Register Port: 6150 61:218.225.65:6152=> 192.168.1.16:6152 Video Streaming Port: 6002 §1:218.225.65:6152
Vidoo Control Port: 6151 61:218,225.65:6154=> 192.168.1.16:6154 Video MuttleastPorte Spgp s o
VideSusaing Pan 05, Http Port: 6004: 64:218.225.65:6154
Hitp Port: - 6154 Saarch Server Port1:  6005*

Search Server Port1: 6005 * Search Server Port2: 6006 *

Search Server Fort 2: 6006 * : Other ports’ will not be used over

internet, they are not effective

*: These ports will not be used over settings,

internet, thus they better remain default
sattings.

- How to setup
You have to
1. Setup the port forwarding
2. Make sure these ports is not blocked by the Rdtitexall
Basically the setup procedure differs between giffeRouters/Firewalls, please
refer to your Router/Firewall manual. You cafer¢o Appendix B. setup example



of Linksys router.



C. Client site setup

ACTi provides 3 ways for different applicatioimsremote view and control the video server/IP
camera. Please see the table below to understamdlitierences. Then you can setup each software
follow the instruction after.

Software Function Software install
1CH 16~36C 1CH 16~36C
previe | H previe | H
w preview w preview
Web-configurat Web-configurat Web-configurat
or or or
(IE explorer) (IE explorer) (IE explorer)
Streaming Streaming Streaming
explorer explorer explorer
NVR NVR NVR

A-1 Using Web-configurator (IE explorer)

Please follow the procedure belowde LE explorer to access video server/ IP
camera via the Internet.

- 1. Open these ports
The network transmission between client and rerseteer might be blocked by
firewall at the client PC or firewall at the roumsnnected to the Internet. Please
make sure the ports to be used by the client P@atrblocked.

- 2. Llogin the video server/ IP camera
a. Connect your PC to the Internet
b. Open the IE browser
c. Enter the IP address or the Domain name (get fr@N® services) of the
video server/ IP camera
d. Aweb-page of web-configurator appears; enter ypuand password to
login

- 3. View the streaming
Click on the Video display then you should be ade the live video.
NOTE: For detailed setup and control via IE exploréape refer to the video
server/ IP camera manual.

B-1 Using Streaming Explorer
Please follow the procedure belowde 8treaming explorer to access video
server/ IP camera via the Internet.
NOTE: Currently the streaming explorer’s connectiont pfixed as below, you
can’t connect to a remote video seuging different port settings.

Port Mapping
| HTTP Port | 80 |




Search Server Port1 6005

Search Server Port2 6006

Video Control Port 6001

Video Streaming Port 6002

Video Multicast Port| 500(

A

RTSP Port 7070

HTTPS Port 443

1. Enable the ports

The network transmission between client and rerseteer might be blocked by
firewall at the client PC or firewall at the routnnected to the Internet. Please
make sure the ports to be used by the client P@Qarblocked.

2. Install the Streaming Explorer

a.

Install the Streaming Explorer (you can alwaystbetlatest Streaming
Explorer atwww.acti.con)

NOTE: For detailed setup and control via Streaming &rgsl please refer to the
Streaming Explorer manual.

3. Login the video server/ IP camera

a.
b.
C.

d.

e.

Connect your PC to the Internet

Open the Streaming Explorer

Enter the IP address or the Domain name (get fr@N® services) of the
video server/ IP camera.

Press login.
The streaming will be shown and you can controhideo server/ IP camera.

NOTE: For detailed setup and control via Streaming &rgsl please refer to the
Streaming Explorer manual.

C-1 Using NVR
Please follow the procedure belowde NVR to access video
server/ IP camera via the Internet.

1. Enable the ports

The network transmission between client and rerseteer might be blocked by
firewall at the client PC or firewall at the routmnnected to the Internet. Please
make sure the ports to be used by the client P@atrblocked.

2. Install the NVR

b.

Install the NVR (you can always get the latest &trang Explorer at
www.acti.con)

NOTE: For detailed setup and control via NVR, pleagerr® the
NVR manual.

3. Setup the camera information

e. Connect your PC to the Internet

f.

Open the NVR

g. Open the setup window



h. Enter the camera information and the port settifps. port settings should
comply with the video server/ IP camera and thet®diirewall settings.
(please refer to port forwarding picture at Pagéot@letails)

- 3. View and control the video server/ IP camera
c. Connect to the video server/ IP camera.
d. View and control via the Ul
NOTE: For detailed setup and control via NVR, pleaserr® the
NVR manual.




Chapter4: Self-diagnostic flow

If you confront any problem, please follow thaghostic flow to find out the possible problem
and refer to the solution related to each problem.

Connect the PC directly to the Video
; Possibla prablem:
server/|P camera via cross over cable, i ;
Check the software function » P Fal p 1 SORware saiup simf
1. Preview
2. PTZ Control
Possible problem:
2. PTZ setup of Software and
i Pravies DK e Cantrol Fall pf video server/IP camera error
Possible problem:
Control OK 3. Network Setup error
—————— ] :

A. Software setup error
Please refer to the software manual to chetlleietting is ok.

B. PTZ setup of software and video server/ IP camer  a error

When PTZ fails, it could be
- A. Software PTZ setup error
The software PTZ setup must be the same as the s&tger/ IP camera setup. You
have to refer to below manual for detail.
1. Software manual
2. Video server/ IP camera hardware manual

- B. Video server/ IP camera setup error
Please refer to the manual for how to setup.

- C. PTZ camera setup error
Please refer to the manual for how to setup.




C. Network setup error

Before we solve the problem, check the networknections between the client site and the
software site.

- A. Test the network communication
We test the communication betwthenclient site and IP camera 1.

Server Site Remote Site

InterNet |

IP camara 1: Router Public IP: 61.218.225.65 Cliant satting:

Internal IP: 192.168.1.1 Router mapping scttings: :;’" 1P canmechA: _—
N o F e, e ToCamers Video Reglster Port:  6000: 61:218.225.65:6000
Vid ort: % i ; Video Control Port:  6001: 61:218.225.65:6001

eo Streaming Port: 6002 61:218.225.65:6000=> 192.168.1.1:6000 Viden Contral Ports_ 18001, 1210 2pen ennt
Video Multicast Port: 5000 * 61:218.225.65:6001=> 192.168.1.1:6001 lap Siraaming Po S0 BY .65
Http Port: 6004 61:218.225.65:6002=> 192.168.1.1:6002 Hitp Port: - B00d: 61:218,225.65:6004
Search Server Port 1: 8005 * 61:218,225,65:6004=> 192.168.1,1:6004 Seerch BarverPortl: G005 ¢ o
Search ServerPort2: 6006 * :

Search Server Port2:  6006*

1B ramors 7

Check the following communication
1. 61.218.225.65:6000
2. 61.218.225.65:6001
3. 61.218.225.65:6002
4. 61.218.225.65:6004
If fails, please go to next stmk, please check the software settings again.

NOTE: Please refer tAppendix.C for how to check the network
Communication

- B. Possible problem
This problem can be at

Server Site Remote Site

InterNet |}

Port Forward

102 168.1,16:615

Video Server/IP Router/Firewall Router/Firewall PC network
camera setup setup setup setting



- C. Solutions
Because there are too many variables that cant ¢ffecetwork communication,

please use this support package to re-check atlgtweork settings and consult your
network administrator to solve the problem.



Step 1:

Appendix.A How To Use DDNS Service

First, you can apply a hostname in DDNS service  provider. You may find
DDNS service provider listing in Web Configurator.

Visit www.dyndns.org.

Click on “Account” button to add new account.

AN DN Anmpances Raleise of s Organiced Wik Presence



Step 2:

Click on “Account”.

Click on “Create Account”.

Check “I have read and agree to the Acceptable U  se Policy above”.
Input your Name.

Input your E-mail.

Input your Password.

No o~ bR

Click on "Create Account” button to continue.

?

o
®

*—mall Address

E-mail Address Confirm E-mail Address

The e-mail address you enter must be valid. Instructions to activate your account will be sent to the e-mail address provided. You must
keep this address current. Any accounts with invalid e-mail addresses are subject to removal without warning. We do not sell our list to

e anyone, Read more about our privacy policy.
Password
Password | Confirm Password

The password you enter will be used to access your account. It must be more than 5 characters and cannot be your usemame.




Step 3:
1. If you apply the account successfully, you can u se the account and
password to login.



Step 4:
1. After login, click on “My Services”.
2. Click on "Add Host Services”



Step 5:
1. Click on “Add Dynamic DNS Host”.



Step 6:
1. Input the Hostname field (ex.actidemo.dyndns.org ).
2. Click on “Add Host” Button.
3. DDNS apply successfully.



Step 7:

© ©® N O~ wDNRE

Go to the Web Configurator.

Click on WAN Setting.

Enable DDNS.

Choose that you apply ISP. (ex.members.dyndns.or
Input the Host Name. (ex. actidemo.dyndns.org)
Input the User Name.

Input the Password.

Click on “Apply” button.

Click on “Save and Reboot”.

o))



Step 8:
1. Run The Internet Explorer, then input  http://actidemo.dyndns.org
2. You should be able to see the Web Configurator s  creen on this hosthame




Appendix.B Linksys Router port forwarding setup

This document is to help you configure your roaed camera for port forwarding. This will enable
you to put multiple cameras on a single IP addi@ssonnection and to connect them from an external
IP address though the World Wide Web.

Some Basics

ADSL Modem address is set by your ISP.

Linksys Networking Router IP address uses your AMgIdem as
a Gateway to the Internet.

ACTi camera uses the Linksys router as its gatewalye ADSL
Modem.



STEP 1.Log into your Linksys router as the Administrator.



STEP 2Go to the Security Tab areE-SELECTthe Block Anonymous Requests check box,
remember to save your settings.



STEP 3set up your port forwarding table. Most of these bba found in places like the below
Picture. Go to the Application and Gaming tab, tteeRort Range Forwarding. Enter the Application
name such as “camera”. Input the Port Forwardingeahat is going to be the same as the setting in
the camera later. This range will need at leasirfsgset into the range to and from. Set the pad$oc
that need to be forward and to which IP addregsrteard too.Make sure to make it this enabled with

a check boxRemember to save your settings.



STEP 4 set your camera and make sure that you can cotmiain your LAN. Connect the cat5
cable to the LAN connection on the camera

Log in the web configurator.
Default IP address is 192.168.0.100

Default User name is “Admin” (case sensitive)
Default Password is “123456”



STEP 5. Gotothe wAN setting tab on the left. Select aiSi® address that you want the
camera to reside on the internal LAN ( This musth@esame as is the port forwarding table in your
router) and enter the information for your cameryanection. IP address is the IP address that will
become the static address of the camera so yofinchih on your LAN. Enter the subnet mask
information. Enter the ISP gateway informationstsihould be your LAN’s router address. This should
be the local IP address of the router. Apply thenges.



STEP 6set up the Cameras ports. Go to the Video Settadgon the left. Change the HTTP
information, this will be the new port of Web cowtien. Also change the video Register Port, the
Video Control Port The Video Streaming port andWaeo Multicasting port. These are the five ports
your have assigned in your router to forward ts ttamera.

Apply the changes at the bottom .Save and rebagtgamera on the left.

Make sure that the Cat5 cable is now attacheda®AN connection port after this step as this
connect supports the gateway information



Appendix.C How to check network communication?

A. Check procedure

A-1 Open command prompt.

For Windows XPEclick “Start” => select “Run” => input “cmd”

For other operating system, please refer to theabpg system please refer to their
respective manual.

B-1 Input command: Telnet <Video Server IP Address> XXXX (The port
number you wish to test)

C-1 Check result

1 if you can see an empty screen appears, the netwaonknunication (on port XXXX)
between client and video server/IP camera is ok.
2 If you see the error message “Could not open aexion to host on port XXXX:

Connect failed”, the network communication (on pXXXX) between client and
video server/IP camera fails.

B. Example

Below is an example for client to test its commatimn to the video server (192.168.1.74) via
port 6000

A-1 Open command prompt.

B-1 Input command: Telnet 192.168.1.74 6000

C-1 Check result
IF success

You can see an empty screen appears, the netwankgoication (on port 6000) between
client and video server/IP camera is ok.



IF fail:

If you see the error message “ Could not open aection to host on port 6000: Connect
failed”, the network communication (on port 600@tween client and video server/IP

camera fails.



